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When you think of your most at-risk people, your mind probably jumps to the
usual suspects: your CEO, CFO, or the head of IT. But here’s the thing:
attackers don’t care about your org chart. They care about access. And
they’re getting more creative in finding the right people to target.

Enter the concept of VAPs: Very Attacked People or Very Attacked Persons. It's
not about titles; it's about who's actually being attacked. Sure, your
executives are likely targets. But what about that marketing director signing
vendor contracts? Or the HR manager handling sensitive employee data? Or
the facilities coordinator with building access control privileges? These
people might not have “CISO” in their title, but they hold the keys to your
kingdom, and attackers know it.

The 2025 Verizon Data Breach Investigations Report (DBIR) tells us that

, including social engineering, phishing,
and errors. The days of indiscriminate phishing blasts are over. Attackers are
narrowing their sights on specific individuals. They're tailoring their tactics.
And they're succeeding.
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Why VAPs Matter More Than You Think

Let’s be blunt: If you don’'t know who your VAPs are, you're already behind. Identifying and
monitoring them isn’t just helpful—it’s critical. Here’s why:

1. Attackers Are Getting More Precise

Spear-phishing attacks, where the attacker crafts a message for a specific ‘ ‘ /”

person, are 60% more effective than generic phishing attempts. It's like a
burglar knowing which window you leave unlocked.

2. Low-Level Alerts Can Hide High-Risk Threats

Not all alerts are created equal. A “low” alert tied to a VAP isn't low—it's a 0
ticking time bomb. If an attacker targets your CFO, even a single phishing
email deserves immediate attention. Without the context of who is being
attacked, you're stuck reacting to alerts in a vacuum.

3. Your Risk Model Is Incomplete Without
the Human Factor

Most risk scoring models are focused on endpoints, not people. They tell
you if a device is vulnerable or if a system is outdated. But they don't tell ‘
you if the same person has been phished three times in a month or if their

credentials have been leaked on the dark web. '
And that’s a problem because attackers aren’t looking for your “crown @
jewels.” They're looking for the people who can give them access.

According to a recent Gartner report, 88% of boards see cybersecurity as
a business risk, not just an IT issue. If cybersecurity is a business risk, then
your people (the ones who can open doors to your business) need to be
front and center in your security strategy.
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How to Spot Your VAPs Without Guesswork

Let’s get real: you can’t protect what you can’t see. Spotting your VAPs isn't about guesswork or
gut feelings. It's about using your data—yes, the logs, the alerts, the threat intel and connecting the

dots.

Here's what high-performing security teams are doing:

* Correlate Attack Data Across Sources: Don't rely on titles. Look at real attack patterns. Who's
getting the phishing emails, the malware, the credential stuffing attempts? Are they clicking
on those links? Are they getting flagged by your endpoint tools? You can configure a new
category under the assets section and add the category “VAP”. You can then manually assign
the “VAP” category to any of the users listed in the assets section.
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* Build Dashboards That Focus on People, Not Just Endpoints: Most dashboards show you
endpoints, not humans. That’s a gap. Build a view that shows attack activity by individuals,
over time. Who's getting targeted? How often? What kinds of attacks? This visibility is essential
to understanding your true risk.
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* Tie Alert Priority to User Risk: A login attempt from an unusual location might not matter for
some employees, but for your CFO or your HR manager, that's a different story. Elevate alert
priority based on the person’s role and risk profile.
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Turning Data Into Action

At Graylog, we believe protecting your VAPs - your Very Attacked People and
Very Attacked Persons - shouldn’t be a manual, once-in-a-while checklist. It
should be baked into your daily detection and response workflow. That's why
we designed our platform to help you operationalize the concept of VAPs.

Here's how it works in practice:

* A phishing email targeting your CEO doesn’t get lost in the noise. It's immediately flagged as a
high-priority threat, whether it's one email or 100.

Repeated login attempts on an HR admin’s account? That's a red flag for a potential account
takeover. Graylog helps you see that pattern before sensitive payroll data gets exposed.

A VAP dashboard built into your SIEM gives you a people-first view of attacks. You're not just
staring at logs; you're seeing risk in human terms.

Graylog ties together threat intelligence, anomaly detection, and asset data enrichment to give you a
real-time, contextual view of your VAPs. No noise. No guesswork.

This isn’t about adding more dashboards for the sake of it. It's about making your existing data work
smarter so your team can respond faster and more effectively. It's about reducing alert fatigue by
focusing on what matters most: the people who hold your business together.

If you don’t know who your VAPs are, you're flying blind. And in today’s attack
environment, that’s not a risk you can afford to take.

The good news? It's not too late to get started.

Graylog can help you build a VAP-focused detection and response strategy that
connects the dots between your dataq, your alerts, and your people. Let’s talk
about how to turn your attack data into a real defense plan, one that puts your
people at the center.

Want to learn more?

www.graylog.org | info@graylog.com gray|®g
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